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IP core Hardware 3DES Accelerator

Key Features

- Streaming encryption/decryption of large data blocks in DMA master mode

- Single-word operation mode

- High performance:

- 12 bus cycles per block for 3DES
- 4 bus cycles per block for DES

- ECB and CBC modes support

- ATSC descrambling extensions

- FIPS 46-3 compliant

- Linux CryptoAPI drivers

Technical characteristics

- Designed for low latency and high throughput
applications in embedded systems

- Specially optimized for hardware acceleration of
Linux CryptoAPI subsystem

- DES/3DES encryption and decryption

- ECB & CBC modes

- All possible 3DES options are supported (EEE,
EED, EDE, EDD, DEE, DED, DDE, DDD)

- Complete implementation of FIPS 46-3

- ATSC descrambling is DTV
applications(support for short-blocks in 3DES-CBC

supported for

mode)

Size

- 50K gates

JDES
Accelaralor

Performance

- 4 bus cycles for DES
- 12 bus cycles for 3DES

- Asynchronous bulk operations in DMA mode for

high performance on large data sets

- Synchronous single-word operations for low-latency

encryption operations, can be executed during bulk
asynchronous transaction

Interfaces

- 32-bit AMBA APB Interface
- 64-bit AMBA AX| Master

- Linux CryptoAPI drivers are available

List of Deliverables

- Verilog source code

- Verilog test bench and Verification environment
- Software driver for Linux OS

- Example synthesis scripts

- Documentation
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Disclaimer

All information in this document provided solely in connection with RC Module products. RC Module reserve the right to
make changes, corrections, modifications, improvements etc. to this document and the products and services described
herein at any time without any foregoing notice.

All RC Module products and services are sold pursuant RC Module’s terms and conditions of sale.

Purchasers are only responsible for the choice, selection and use of RC Module products and services described herein,
and RC Module assumes no responsibility whatsoever to the choice, selection or use of the RC Module products and
services described herein.

No license, express or implied, to any intellectual property rights is granted under this document. If any part of this document
refers to any third party products and services it shall not be deemed a license grant by RC Module for the use of such third
party products or services, or any intellectual property contained therein or considered as a warranty covering the use in any
manner whatsoever of such third party products or services or any intellectual property contained therein.

Resale of RC Module products with provisions different form the statements and / or technical features set forth in this
document shall immediately void any warranty granted by RC Module for the RC Module products and services described
herein and shall not create or extend in any manner whatsoever, any liability of RC Module.
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